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Overview: 
 
One of the most important things to consider when installing access control hardware, is the type of cable to 
be used for connecting together each component of the system. 
Incorrect selection or wiring of such cables can cause a wide range of problems, including erratic or non-
existent communication, an increased danger of component damage due to freak voltages, or an increased 
chance of EMI (Electro Magnetic Interference), all of which can have an adverse effect on the installation. 
 

 
Cable Types: 
 
Any standard installation will have five basic categories of cable: 
 
1) The Mains Power Cable 
This will generally be the cable that connects the PSU (Power Supply Unit) to the mains power.  Since our access control 
solutions are used internationally, there is no universal recommended cable type. 

• Sensor recommend a 3 lead cable, with one marked as Earth according to the standards applied in each country 
2) The Cables that Connect the Readers 
Each reader comes complete with a length of cable attached.  However, there may be times when you want to extend 
this cable further.  In these situations, it is important to select the correct type. 

• Sensor recommend Belden 9421 for Proximity/Keypad readers and Belden 8458 for Biometric readers 
3) The Cables that Connect the Alarms, Buttons, etc. 
These cables will be any which connect your Request To Exit (RTX) buttons, alarms, or other external devices to the 
controller.  Generally speaking, these cables should be as short as possible. 

• Sensor recommend any 22AWG, 2 conductor cable 
4) The Communication Cable(s) 
These will fall into one of three types, depending on your network configuration; TCP/IP, RS232 or RS485.  The vast 
majority of these will be RS485, followed by TCP/IP, then RS232. 

• Sensor recommend Belden 1624P for TCP/IP, Belden 8443 for RS232 and Belden 9841 (a shielded, twisted pair 
cable) for RS485 

5) The Cables that Connect the Locks or other External Release Devices 
These cables will be any which connect your electric locks or other release devices to the controller.  Like any cable, 
these should ideally be as short as possible. 

• Sensor recommend any 18AWG, 2 conductor cable  
 
Although Sensor recommend Belden cable, you can use an equivalent cable type.  In order to provide you 
with a basis of comparison, here are those cable types in greater detail: 
 

Cable Use: Proximity / Keypad Biometric RS232 RS485 TCP/IP 
Recommended: Belden 9421 Belden 8458 Belden 8443 Belden 9841 Belden 1624P 
Gauge: 22AWG 22AWG 22AWG 24AWG 24AWG 
Shielded: No No No Yes Yes 
Twisted: No No No Yes Yes 
No. Conductors: 8 15 3 2 8 
No. Pairs: 0 0 0 1 4 
Stranding: 7x30 7x30 7x30 7x32 Solid 
Resistance: 10Ω/100m @ 200C 10Ω/100m @ 200C 10Ω/100m @ 200C 16Ω/100m @ 200C 16Ω/100m @ 200C 

 

 



 
Cable Distances: 
 
As important as cable type is the question of cable distance, particularly if the installation is an unusually large 
one.  As a general rule, the longer the cable, the greater the potential for problems. 
 
 

Cable Type Recommended Cable Max Length 

TCP/IP 24AWG, Shielded, 4 pairs 100m / 328ft 

RS232 22AWG, Unshielded, 3 wire 30m / 98ft 

RS485 24AWG, Shielded, 2 wire See Notes (1) 

Keypad 22AWG, Unshielded, 8 wire 100m / 328ft 

Bio-Unit 22AWG, Unshielded, 15 wire 100m / 328ft 

Proximity 22AWG, Unshielded, 8 wire 100m / 328ft 

Power (Readers) 22AWG, Unshielded, 2 wire 20m / 65ft 

Lock 18AWG, Unshielded, 2 wire 10m / 32ft 

Alarm 22AWG, Unshielded, 2 wire If greater than 10m, use a shield 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

      Notes: 
       

1) For an RS485 connection, the maximum distance of the cable is 1200m (3937ft).   
The shield of each section must be connected to the next to maintain continuity, and 
then earthed at one end (usually at the RS232/RS485 earth).  If the length of the 
RS485 cable exceeds a certain distance (see table below), then a 120Ω resistor 
should be fitted at the far end (i.e. at the last controller). 
 

Baud Rate Max. Distance Without Resistor 
4800 600m (1968ft) 
9600 300m (984ft) 
19200 150m (492ft) 
38400 80m (262ft) 

 
2) At least 50cm must separate all cables from high-tension cables, cables connected to 

an electrical power box controlled by the system, or from any cables capable of 
generating strong interference.  IMPORTANT!  Do not put reader cables in the same 
conduit as lock and/or communication cables. 

 
3) The maximum distance of TCP/IP cables depends on the LAN specifications of the 

installation site.  Consult the system administrator if you require assistance. 

 


